
Third Party (Supplier Risk) ð 
When tick boxes arenõt 
enough.
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ÅRisk to an organisation  that comes from placing reliance 
upon a Supplier for goods, services and processes carried 
out on their behalf (and which may form part of/ or 
compromise the organisationõs overall control reliance).

ÅSupplier Risk ð Core end -to -end supply chain risk 
management

ÅThird Party Risk ð goes beyond arms length relationships ð 
includes regulators, subcontracted service providers and 
other partners

What is Third Party / Supplier risk? 



òThird Party Risk identified in top 10 technology risks ðInternal Audit Survey 2021 
onwards -  increasing significanceó -   Source: ISACA.org

Consumer Packaged Goods / retail, 
5 Energy & Utilities, 5

Financial Services, 8

Healthcare, 4

Manufacturing , 8

Public Sector , 10+ Technology & Media, 10+

0

2

4

6

8

10

12

0 1 2 3 4 5 6 7 8

R
a
n

ki
n

g
 

Sector 

THIRD PARTY RISK

Top Ten risks ð Third Party 



ÅComplete Self certification questionnaires often online;

ÅAsk for compliance with standards/frameworks (e.g. IS0 
27001, CE, etc.)

ÅFinancial due diligence;

ÅEnvironmental, Social & Governance (ESG)

ÅRequest Cyber security insurance;

Åééé.

Tick Box Approach



A closer look at third party/ 
Supplier Risks in 3 main groups

People
Process
Technology



People Related Risks



Weõve got to talk about Dave

Context 

ÅContractor with Administrator access to systems;

ÅLikes to start [very] early in the morning;

ÅWorked with customer onsite 4 ð 5 days per week for last 7+ 
years;

ÅHas more corporate knowledge than the staff;

ÅIs allowed to bring his own equipment into a secure area;

ÅArea locked down with access control, alarm systems and 
CCTV etc. controlled and managed by the security team;

The Issue

ÅA new security team started in the area, and they didnõt like 
to start so early ð they preferred about 30 minutes lateréé.



Processes



ÅWas the questionnaire followed up on?
ÅHow are the answers scored?

ÅWhat was the scope of the ISO/ 
Framework?
ÅIs it relevant to the risk??

ÅFinancial due diligence ð who checked 
the figures?

ÅRequest Cyber security insurance ð is it 
adequate?

Tick Box Process
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A.D. Garrett,Everyone Lies

Technology risk ð
Software Related Risk examples



Check the certificate

Sliver, Software S0633 | MITRE ATT&CK®

Sliver is an open source, cross-platform, red team command and 
control framework written in Golang.

https://attack.mitre.org/software/S0633/
https://attack.mitre.org/software/S0633

