Third Party (Supplier Risk) —
When tick boxes aren’t
enough.

Peter Leitch, Partner
Outsource Group




What is Third Party / Supplier riske = w

* Risk fO an organisation that comes from placing reliance
upon a Supplier for goods, services and processes carried
out on their behalf (and which may form part of/ or
compromise the organisation’s overall control reliance).

» Supplier Risk — Core end-to-end supply chain risk
management

* Third Party Risk — goes beyond arms length relationships —
Includes regulators, subcontracted service providers and
other partners



Top Ten risks — Third Party :Q
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“Third Party Risk identified in top 10 tfechnology risks —Internal Audit Survey 2021
onwards - increasing significance” - Source: ISACA.org



Tick Box Approach

« Complete Self certificafion questionnaires often online;

* Ask for compliance with standards/frameworks (e.g. ISO
27001, CE, etc.)

@ * Financial due diligence;
- Environmental, Social & Governance (ESG)
« Request Cyber security insurance;
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A closer look aft third party/
Supplier Risks in 3 main groups

People
Process
Technology




People Related Risks




Context
« Conftractor with Administrator access to systems;
» Likes to start [very] early in the morning;

« Worked with customer onsite 4 — 5 days per week for last 7+
years;

* Has more corporate knowledge than the staff;
 |s allowed to bring his own equipment info a secure areaq;

« Area locked down with access control, alarm systems and
CCTV etc. controlled and managed by the security team;

The Issue

« A new security team started in the area, and they didn't like
to start so early — they preferred about 30 minutes later.......



Processes
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Tick Box Process

Tick Box Approach

° WO S -I-h e q U eS-I-i O n n O i re fol |Owe d U p O n 8 » Complete Self certification questionaires often online;

* Ask for compliance with standards/frameworks (e.g ISO
— 27001, CE, etc.)

Y LIS ISRl e
 What was the scope of the ISO/ S

Framework?e
e Is it relevant to the riske?¢

 Financial due diligence — who checked
the figurese

« Request Cyber security insurance —is if
adequate?




Technology risk —
Software Related Risk examples

“We can all see, but can you observe?”

A.D. Garrett, Everyone Lies

#selection at the end -

* ob.select=1
-.Scene.objects.actiwg
Selected™ + str(modifies,
#wirror_ob.select = @

» bpy.context.selected_:
#ata.objects[one.name].se

"‘n‘t( ~please select exact.‘

.- OPERATOR CLASSES
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Check the certificate —
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Sliver, Software S0633 | MITRE ATT&CK®

Sliver is an open source, cross-platform, red team command and
control framework written in Golang.



https://attack.mitre.org/software/S0633/
https://attack.mitre.org/software/S0633

Hardware Related Risks

"Hardware is easy to protect: lock it in a room, chain it to a desk,
or buy a spare. Information poses more of a problem. It can exist
in more than one place; be transported halfway across the planet
in seconds; and be stolen without your knowledge.”

Bruce Schneier
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Hardware Supply Chain
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Supply Chain
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SYSTEMS UK semi industry exposed to supply chain risk,
China state ownership

Report suggests govt get cracking on a proper ownership structure survey and ... hang on,
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The Long Hack: How China
Exploited a U.S. Tech
Supplier
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Proposal - Consider a Balanced
Risk Approach




Supplier Risk Management Factors
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The 2023 Gartner Balancing Sustainability and Resilience
Survey found that 53% of respondents reported their
supply chains were facing disruptions 50% of the time or
more.

Buying organisations that have supplier risk management
technology can monitor and analyse supplier risk events
in real time or near real time. However, more
sophisticated use cases, which are driving solutions to be
predictive and prescriptive, are using Al and ML and
other emerging technologies.

The software market to address supplier risk remains
highly fragmented, leaving companies with too many
options, and no single solution can meet every
requirement.

Gartner Source: Gartner



Differentiating Capabillifies for Supplier s\
Risk Management Solutions

Gartner Source: Garther Magic Quandrant
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AcCtions to consider

« Apply a balanced risk approach;

» People - Acknowledge you have less control over third
oarties than staff;

» People — provide training to staff working with third parties;

* Process — ensure processes are end to end and
automated where possible;

* Process — ensure risks are reviewed regularly — change
driven, automated if possible;

» Process - Third Party Risk Exchange — compare previous
assessments;




Actions o consider

» Technology = Training — ensure staff are aware of risks;
» fechnology — consider specific tests for hardware

® [0 »

Visual Automated X-Ray Destructive
Inspection Optical testing
Inspection
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Summary == ",

 This Is an evolving area with further automation being
driven by Al and ML;

« Approach needs to be Risk based — understanding the risk
to your organisation (reputational, financial, cyber etc.) is
key to ensuring a pragmatic approach to mitigation.



Thank You — Any Questionse




an Outsource Group Company

/‘
Antrim | Belfast | Cookstown | Dublin | Edinburgh /0

7

. |So . ISO An Out G C 4, Plasketts Cl K'Ib,
n Outsource Group Company, 4, Plasketts Close, Kilbegs

27001 9001 T County Ar °

.‘ .' Business Park, Antrim, County Antrim, BT41 4LY.

ANSEC IA Limited is registered in Northern Ireland.
Registration Number: NI 064909




	Slide 1
	Slide 2: What is Third Party / Supplier risk? 
	Slide 3: Top Ten risks – Third Party 
	Slide 4: Tick Box Approach
	Slide 5
	Slide 6
	Slide 7: We’ve got to talk about Dave
	Slide 8
	Slide 9: Tick Box Process
	Slide 10
	Slide 11: Check the certificate
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Supplier Risk Management Factors 
	Slide 17: Differentiating Capabilities for Supplier Risk Management Solutions
	Slide 18
	Slide 19: Actions to consider
	Slide 20: Actions to consider
	Slide 21: Summary 
	Slide 22
	Slide 23

