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Cyber Resilience Unit

Our aim is to promote and improve 
cyber security and resilience for 
organisations and citizens in 
Wales. 



Cyber Exercising Programme for Wales 

• Regular testing of Public Sector Cyber Incident Management Plans (CIMP) 
enhances preparedness.

• Table-Top exercises – 70% increase in CIMP improvement and user 
confidence.

• Senior Leadership training - covering cyber threats, risk management 
principles and SLT involvement. 

• Virtual Cyber Simulation Exercise - provided real-life scenario experience 
for players.

• CIMP drafting sessions - supporting organisations in plan development 
and exercising.

• Future plans focus on expanding and deepening cyber resilience 
capabilities.

• Procurement exercise currently underway
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“I recently attended Cyber 

UK and thought it was one of 

the most useful events I’ve 

been to, I place this exercise 

on the same level in terms of 

value to my organisation.”



Cyber Assessment Framework (CAF)

The CAF is a self-assessment tool to help organisations manage critical 
networks and systems to achieve and demonstrate cyber resilience across 4 
key objectives;  managing risk, prevention, detection and minimising impact.

• We have funded and work in partnership with the Welsh Local 
Government Association (WLGA) to implement the CAF in Local 
Authorities and Fire & Rescue Services in Wales. 

• Relationship management. Delivery Group, Reference Group, CAF Board.

• Successful completion of CAF Objectives A and D (managing risk 
and minimising impact).Supported with ongoing feedback and workshops 
provided by the SME we funded 

• Critical Systems Mapping has started to analyse key systems and support 
further objectives. Mapping these systems will inform the work on 
objectives B and C (prevention and detection).
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Cyber Awareness Videos

• Bilingual videos to improve cyber security understanding across Wales.

• Videos focus on threats like phishing, ransomware, and social 
engineering.

• Widely adopted by Welsh public sector and international banking 
platforms (over 170,000 views)

• Award nominations (National Cyber Awards)

• Future videos - 
• Docu-style video on Welsh Language Commissioner’s office cyber 

attack 
• Upcoming videos focus on attack impact and organisational recovery 

efforts.
• Completion of new video expected in autumn to raise further 

awareness.
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Cyber Awareness Videos

• English version

• Fersiwn Gymraeg
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https://youtube.com/playlist?list=PLHBVoCVw4XZRI4PwceM3Ikos-gRgmboqD&si=z5N_tTX_1TkIjNT9
https://youtube.com/playlist?list=PLHBVoCVw4XZRI4PwceM3Ikos-gRgmboqD&si=z5N_tTX_1TkIjNT9


Cyber Supply Chain

• Commissioned a research project to provide a report on supply chain 
cyber security across the public and private sectors. 

• Delivered jointly by Actica Consulting and the Wales Cyber Resilience 
Centre, the research gathered insights from over 250 organisations and 
gauged current levels of cyber maturity across the sectors.

• This work aligns with Pillar 2 of the UK’s National Cyber Strategy and the 
key findings and recommendations are being used by the CRU to shape 
future policy. 

• Started looking at how to deliver on the recommendations and we're 
looking in the main at 'no cost' options given the current financial 
climate.
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• The Bill aims to:
• Strengthen the UK's cyber defences
• Enhance the resilience of essential services and 

infrastructure.
• Address vulnerabilities in the current regulatory framework

• Cross-cutting across multiple Welsh Government policy areas, 
particularly those subject to NIS regulations 

• CRU coordinating the WG response

• Bill will be laid to Parliament on before Christmas
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Cyber Security and Resilience (Network and Information Systems) Bill 



Project Gwydion

• A project to obtain an understanding of the cyber maturity on critical and 
significant infrastructures situated within Wales.  

• To assure Welsh Ministers and Welsh Public Sector Bodies that 
CNI/SLI sites can effectively prepare, respond to and recover from cyber 
incidents.

• Given the secure nature of this work and the levels of security clearance 
needed, this has been a difficult area to access and engage 
with.  However, the drive and determination of the project team has 
resulted in the project growing in momentum.

• A multi-layered engagement approach, including face to face meetings 
with officials, CNI Site Owners and Operators have taken place which have 
proven to be most insightful.
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CymruSOC – what is it?
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• Defend as One
• Wales Cyber Action Plan
• Cabinet Office funded
• Fully funded SOC for 21 

Member Bodies
• 3 year contract
• Optional SIEM
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CymruSOC – what is it?

H
IG

H• Winning supplier – Socura
• Cardiff based
• True partnership
• Technical Consultants – Actica 

Consulting
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CymruSOC – current state of play
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• We have 25 Member Bodies onboarded so 
far

• Totalling circa 610,000 users
• Increase to over 30Member Bodies by end of 

this year
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CymruSOC – what are the benefits?

H
IG

H
M

E
D

IU
M

L
O

W
 

MEDIUM HIGH

Benefits of CymruSOC

• 24/7 eyes on glass

• Enhanced threat visibility

• Reduced mean time to respond to threats

• Genuine incident notification

• Full collaboration
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This Photo by Unknown Author is licensed under CC BY

https://www.trendmicro.com/vinfo/ie/security/news/security-technology/network-threats-examined-clustering-malicious-network-flows-with-machine-learning
https://creativecommons.org/licenses/by/3.0/


CymruSOC – operational performance
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Alerts / 
False 

positives
2739

Escalations 
to the 

customer
174 Genuine 

incidents106

Period – July -Feb

Average minutes to assign an alert  - 5 mins

Average minutes to triage – 24 mins



CymruSOC – Threat intelligence sharing
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• MISP
• JISC
• Scotland
• GC3
• MOD
• Digital Health Care Wales (NHS in 

Wales)
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CymruSOC events
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• Virtual

• CISOs / IT Managers

• Flagship event – May 1st – Newport 
International Conference Centre (ICC)

• Over 120 people attended (CISOs, 
SIROs 

• Shared best practice for incident 
response via CymruSOC

• Bigger event planned for 2026



CymruSOC – collaboration 
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• Northern Ireland Executive
• NCSC
• JISC
• Scottish Government
• Police National Management Centre
• MOD
• Digital Health Care Wales (NHS in 

Wales)
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CymruSOC
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• Article in February’s 

edition of Computing 

Security

• Based on the recent 

“Project of the year” 

award won by 

CymruSOC



CymruSOC – looking to the future
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Programme Business Case (PBC)

• 10 year PBC (2024-2034)

• Ambitious – number of costed options

• Potential to offer additional services

• Aligns and complements the Cyber Assessment Framework 
(CAF) in Wales

• Establish the policy

• Advising and getting approval from the First Minister

• Close working with Cardiff University’s Cyber Innovation Hub to 
support the CymruSOC Business Case

• Funding sources
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CymruSOC – looking to the future
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• Qtr 1 2026 - Programme Business Case to be approved

• Spring 2026 – begin procurement

• Spring 2027 – award contract

OFFICIAL SENSITIVE



CymruSOC
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Diolch am gwrando

Thank you for listening

CyberResilience@gov.wales

SeiberGwydnwch@llyw.cymru
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