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Observing the Landscape



Sophos Counter Threat Unit



Findings from an Independent, Vendor-Agnostic Survey



Why Organizations Fall Victim



Technical Root Cause of Attacks
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Do you know the root cause of the ransomware attack your organization experienced in the last year? Yes.  n=3,400 (2025), 2,974 (2024), 1974 (2023).

For the third year running, exploited vulnerabilities are the top-reported root cause of ransomware attacks



95%

IAM MISCONFIGURATIONS

95% of organizations have 
a critical Microsoft Entra ID 
identity misconfiguration.

IDENTITY -BASED ATTACKS

90% of organizations 
experienced an identity 
breach in the past year.

2X

LEAKED AND STOLEN CREDS

The number of stolen credentials 
for sale on the dark web has more 

than doubled in the past year. 

Source: incident response engagements 
conducted by Sophos

Source: IDSA Trends in Securing Digital 
Identities, 2024

Source: Sophos X-Ops Counter Threat Unit 
(CTU) data, June 2024 – June 2025

90%

Identity is the Fuel of the Cybercriminal Ecosystem



Organizational Root Cause of Attacks



Organizational Root Cause of Attacks

RESOURCE CHALLENGES
Lack of human expertise 

(skills or capacity) to detect 
and stop the attack in time

PROTECTION CHALLENGES
Lack of protection or poor-
quality protection solutions 

that could not stop the attack

63% 63% 65%

SECURITY GAP
Had a known or unknown 
weakness in their defenses 

Known or unknown

Why do you think your organization fell victim to the ransomware attack? n=3,400. Consolidated responses.

Victims are typically facing multiple organizational challenges with respondents citing 2.7 factors, on average, that contributed 
to them falling victim to the ransomware attack. 



What Happens to the Data?



Data Encryption Rate 

Did the cybercriminals succeed in encrypting your organization’s data in the ransomware attack?  Base numbers in chart.
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Data encryption is at the lowest rate in six years. At the same time, the percentage of organizations whose data was not 
encrypted but they were held to ransom anyway (extortion) doubled in the last year.



Ransom and Recovery



Recovery of Encrypted Data

Did your organization get any data back? Yes, we paid the ransom and got data back; Yes, we used backups to restore the data. Base numbers in chart

The percentage of ransomware victims that recovered encrypted data through backups has fallen for the third year in a row. 
Data recovery through backups is at its lowest rate in six years.
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The Business Impact of Ransomware



Ransomware Recovery Cost | Organization Size

$638,536

$1,078,763

$1,570,927

$1,834,861 $1,836,505

100-250 employees 251-500 employees 501-1,000 employees 1,001-3,000 employees 3,001-5,000 employees

Mean recovery costs increase with organization size, before plateauing for organizations with 1,000 – 5,000 employees. 

What was the approximate cost to your organization to rectify the impacts of the most significant  ransomware attack (considering downtime, people time, device cost, network cost, lost opportunity etc.) 
excluding any ransom payments made?.  n=3,400 



The Human Impact of Ransomware



Data Encryption | Impact on IT/Cybersecurity Team

Increased anxiety or stress about future attacks41%

Increased pressure from senior leaders40%

Change of team priorities/ focus38%

Ongoing increase in workload38%

Changes to team/ organizational structure37%

Feelings of guilt that the attack was not stopped34%

Increased recognition from senior leaders31%

Staff absence due to stress/ mental health issues31%

Our team’s leadership was replaced25%

What repercussions has the ransomware attack had on the people in your IT/ cybersecurity team, if any?



Sophos Confidential

Who are behind these attacks?



..real offices these eCrime guys… 

The Bad Guy is not an adolescent in a hoodie

The Bad Guy is an organised, adaptive criminal

The Reality of Modern Cybercrime
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Workin’ 9 to 5…..
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Key Protagonists



When The Bad Guys Disagree…..
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The Demise of Conti
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The Mythical Hydra
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Key Protagonists
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Operation CRONOS
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Functionally Untouchable



Gang Whack-A-Mole
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The Era of Quadruple Extortion
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Enter the DragonForce



Victim Count
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Aggressive Recruitment

• DragonForce have taken an aggressive approach to 
the recruitment of affiliates.

• Rival groups such as Mamona and BlackLock were 
allegedly attacked and their websites defaced.

• DragonForce also claimed on RAMP that RansomHub 
would be moving across to use their infrastructure. 
This did not go down well with RansomHub 
operators. 

• RansomHub responded on RAMP with an image of a 
defaced DragonForce site. DragonForce 
infrastructure then went offline.

• RansomHub does not appear to have recovered from 
the skirmish, with their leak site offline and no 
further announcements from the group. 
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Customisable look and feel 
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Configurable Options for their Ransomware Tools

43
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Cartel Model of Ramsomware



Why Is This Important?



Human Resoruces



TECHNOLOGY 

ALONE ISN’T 

ENOUGH



MULTISTAGE 
ATTACKS

LIVING OFF THE 
LAND ATTACKS

Exploiting 
Weakness

CREDENTIAL 
ABUSE

Attacks that end in a 
different place than 

they started

Attacks that blend in by 
using legitimate tools 

in malicious ways

Attacks that start with 
an adversary logging in 
instead of breaking in

Attacks are timed to 
strike organisations at 

their weakest

How Active Adversaries Operate



So How Do I Combat These Challenges?
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Missing the Warning Signs

83%
Observable Advanced Warning Signs 



The Challenge With Modern Day Threat Hunting



TECHNOLOGY 

ALONE ISN’T 

ENOUGH

TOOLS WON’T 

MAKE YOU A 

THREAT 

HUNTER.



PUTTING ON 

GLOVES

WON’T MAKE 

YOU A 

FIGHTER.



Cybersecurity has become too 
complex for most organizations 
to manage effectively. 



Attackers Target Off-Hours

9 in 10 attacks occur outside 8am to 
6pm on a weekday. 

91% of ransomware 

attacks start outside 
standard work hours

Source: Active Adversary Report for Tech Leaders, 2023, Sophos (n=52)



A fully-managed, 24/7 service delivered by experts 
who specialise in detecting and responding to cyberattacks 

that technology solutions alone cannot prevent

Managed Detection and 
Response (MDR)
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What Do The MDR Team Do?
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MDR Service Philosophies 

Vendor Tech + Service Vendor Tech or BYO Tech + Service BYO Tech + Vendor Service 
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An Open Architecture Leads to Better Visibility
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Investigation -> Remediation -> Resolution



Delivering superior 
cybersecurity outcomes



Endpoint Firewall Network

More Integrations – Better Outcomes

Email

Cloud

Endpoint Workload

Mobile Cloud

Firewall Email

ZTNA Network

Productivity Backup and Recovery

+ Others with Sophos XDR sensor agent

Identity

ISE

+ AWS, Azure, and GCP integrations with 
Sophos Cloud Optix product



A Virtuous Cycle

MDR Desk 
Investigates

MDR Desk 
Passes 

Findings To 
Sophos Labs

Labs Create 
New 

Detection 
Rules 

Sophos 
Products 

Harden as a 
Result

MDR User 
Experiences 

a New  
Attack



Wrap Up



Wrap Up

Cybercrime is evolving

Users are become a key focus of attacks and should be trained

Technology alone is insufficient to protect against organized cybercrime

Human-led attacks require human-led advanced threat hunting

AI-empowered human threat hunters offer the best security outcomes
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