How to Protect
Yourself and Your
Organisation

Supply Chain Attacks

Understand your
supply chain
Identify all third-party tools,
integrations, and service

providers with access to your
data or systems

Assess your suppliers

Understand what security
controls are in place, and review
service agreements to establish

security expectations

Review access
controls

Apply least privilege to supplier
accounts, and regularly review
account permissions

Maintain good cyber
hygiene

Keep devices patched and updated,
enable MFA everywhere and ensure
passwords are unique and strong

Monitor and prepare for 3»0
incidents A

Monitor accounts for unusual 2
activity, and understand your
suppliers incident response and B
recovery plan
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