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EMAIL ACCOUNT

COMPROMISE

A compromised email account could result in it being
used to send fraudulent emails. Your contact list could
be exploited, and bogus accounts could also be created
to impersonate you. The following actions may assist In
remediating these kinds of issues.

WHAT TO DO IF YOUR EMAIL HAS
BEEN COMPROMISED:

If the password you used for the compromised email account is the same for any other
accounts or services, please change these immediately.

If you haven't done so already, it may still be possible to recover and regain access to your
compromised account if you have previously set up a recovery email address or phone
number, however, these may have been altered when the account was compromised. Use a
search engine to find out how to recover your email address, and change your password as
soon as access has been granted.

If you cannot regain control of the account consider contacting the
service provider and requesting it to be closed down completely.

® Contact any people you feel need to know about this account compromise
and any bogus accounts.

° Use a trusted method to contact them, i.e. email from a trusted account,
call or text by phone.

e Advise them not to response or in any way engage in communication with
these bogus accounts, and if they are unsure to contact you by other means.

e Advise them to mark any emails received from bogus email accounts as spam or junk before deleting. If you are
unable to regain control of your legitimate account advise them to do the same with any emails received from it.

If you are unable to regain access and have subscribed to any services using the compromised email account, update
the email address or stop the subscription as soon as possible.

If the hacker gets no response or value from the data using compromised/bogus accounts, they will typically fall out
of use in due course.

If you required further information relating to this topic, please contact the Office of Cyber-Security and Information

Assurance (OCSIA) directly by phone (01624 686060) or email (warp@gov.im).
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